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V5 Upgrade Cautions 
< Upgrade Cautions! > 

- Removed “None” option for SIP Registration Authentication 

“None” option of Authentication Method was removed in User Group Information.  

 If it was ‘None’ in old version, after upgrading it will be changed to ‘Internal’.  

- Gateway(OfficeServ) : User should change settings of FXS and keep alive trunk in gateway. 

- Gateway(iBG) : User should change setting of keep alive trunk in gateway. 

- 3rd party phone : If the phone have no authentication password, user should input in phone. 
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Setting Auth ID & Password in iBG 
Should connect to CLI of iBG 

2006.60# show running-config 
... 
voip-gateway 
  host domain-name ug1.scm.com 
  bind control interface ethernet 0/3 
  bind media interface ethernet 0/3 
  rtp payload-type nte 101 
  call-server 
    ip-address ipv4:10.251.191.232 
    gw-uri gw2006 expires 60 
    exit call-server 
  sip-ua 
    authentication username gw2006 password *****  
    offer call-hold dir-inactive 
    disable-star-contact 
    reason-header override 
    present-indicator 
    no shutdown 
    exit sip-ua 
  no shutdown 
  exit voip-gateway 

  
 

※ If there is no username and password, should input as follows:  
 
 
2006.60# configure terminal 
2006.60/configure#  *May 07,2014,10:31:01 #PARSER-warning: samsung entered configuration 
mode FROM SERIAL 
2006.60/configure# voip-gateway 
2006.60/configure/voip-gateway# shutdown      <= should shutdown before setting 
2006.60/configure/voip-gateway#  *May 07,2014,10:31:32 #EVENT-critical: Connection fails 
between system and SIP entity RAISE 
 *May 07,2014,10:31:32 #SIP-notification: VoIP Gateway Stopped 
2006.60/configure/voip-gateway# sip-ua authentication username {gwname} password {1234} 
2006.60/configure/voip-gateway# no shutdown    <= should no shutdown after setting 
2006.60/configure/voip-gateway#  *May 07,2014,10:32:08 #SIP-notification: VoIP Gateway Started 
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Directory Service Activation for FMC 
1. configure the Directory Service Server 

2. configure the Photo File Upload Server 

3. configure the Mobile Phone Profile 

► Used Port : 389(for LDAP), 18202(TLS) 

1 

2 

3 
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Directory Service Activation 
1. configure the Directory Service Server 

Configure this server  for Directory Service  
[CONFIGURATION > Wireless Enterprise> Mobile Service Server > Directory Service Server] 

Item  Description  

User Group  User group to which the Server belongs  

Name  Directory Server name  

Service Type  Internal : SCME is operated as the directory server. IP Addr and Port  
              are inputted automatically 
External : External directory server 

IP Address  IP Address of the External directory Server  

Port  Port of the External directory Server  

Protocol  Protocol of the External directory Server  

Public IP Address  Public IP Address of the External directory Server  

Public Port  Public Port of the External directory  Server  

Public Protocol  Public Protocol of the External directory Server  

Items  
 
 



8 

Directory Service Activation 
2. configure the Photo File Upload Server 

Configure this server  for Uploading personal photo file by FMC terminal (Smart phone) 

[CONFIGURATION > Wireless Enterprise> Mobile Service Server > Photo File Upload Server] 

Items  
 
 

Item  Description  

User Group  User group to which the Server belongs  

Name  Server name  

Service Type  Internal : SCME is operated as the photo server. IP Address and Port  
              are inputted automatically.  
External : External photo server.  

IP Address  IP Address of the External directory Server  

Port  Port of the External directory Server  

Protocol  Protocol of the External directory Server  

Public IP Address  Public IP Address of the External directory Server  

Public Port  Public Port of the External directory  Server  

Public Protocol  Public Protocol of the External directory Server  
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Directory Service Activation 
3. configure the Mobile Phone Profile 

[CONFIGURATION > Wireless Enterprise> Mobile Phone Profile] 
 - Directory Service Option set to the “Enable” for service activation. 

Items  
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Directory Service License 

CONFIGURATION > Miscellaneous > Activation Key  
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Directory Service Usage Configuration 

CONFIGURATION > User > Single Phone User/Multi-Phone User 

If the number of Directory Service - ENABLE exceeds in the license, 

Directory Service does not work at all. 

 

CONFIGURAITON > User > User Profile 

 

Specifies whether the Premium CID is 

used or not 
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Premium CID Usage Configuration 

CONFIGURATION > User > Single Phone User/Multi-Phone User 

 

Specifies how to display the Premiun 

CID 
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Premium CID is delivered in the SIP header. 

P-Sec-PremiumCID is a private header for Premium CID. 

Basic Information is possible up to 6 among following data which has a display 

priority. 

 Name 

 Department 

 Position 

 Company Name 

 Additional 4 Information configured in the User Profile 

Location Information 

 Longitude / Latitude 

Photo 

 File Name / Update Time 

Premium CID Data 

P-Sec-PremiumCID: appId="2001@ug1.scm.com"; 

                                 name=“Anna＂;department=＂WE CM＂;position=“Engineer＂;  

                                 company=“Samsung Electronics”; 

                                 type1=“010-1234-1234＂;type3=＂scm@samsung.com＂; 

                                 longitude="9b00c3f2e7cb4240";latitude="fbae08feb7be5f40"; 

                                 image="2001@ug1.scm.com.jpg";imgchgtm="2014-04-03 11:57:45“ 
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CONFIGURAITON > User Group > Change User Group > Premium CID list 

Configure information to be seen with a display priority. It is possible up to 6. 

Premium CID Display Priority 
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Company Name for Premium CID Information    

CONFIGURAITON > User Group > Change User Group > Information 
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User Profile Data for Premium CID 

CONFIGURAITON > User > User Profile 

Name/Department/Position/Additional Information/Photo 
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User Profile Field Name for Premium CID 

CONFIGURATION > .. Group > Change User Group > User Profile Field Name 

Add/Delete the name of additional user profile data for Premium CID 
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Single Photo File Upload - admin 

CONFIGURAITON > User > User Profile 

Click Search button to upload a photo file. Application Id is used for Photo 

File Name automatically.  
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Single Photo File Upload – Personal Assistant 
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Batch Photo File Upload 

MANAGEMENT > Photo File Management 

Support TAR Files. Alpha numeric name is only supported. 
Specifies File mapping Information for 

each user. 

Patch File Upload 
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Photo File Management 

MANAGEMENT > Photo File Management 

 Compress All : Compress all files in the down directory. Compressed file can be download with the Download button 

 Delete All : Before upload new file, all files can be deleted 

 Adjust: : Delete unused files 

 As Sync : Manual AS Sync is supported 

 Download : Compressed file can be download 
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Presence Service Activation for FMC 

1. configure the Presence Service Server 

2. configure the Mobile Phone Profile 

3. configure the Presence Field Name 

►Used Port : 18202 

 

2 

1 

3 
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Presence Service Activation 
1. configure the Presence Service Server 

Configure this server  for Directory Service. 

[CONFIGURATION > Wireless Enterprise> Mobile Service Server > Presence Service Server] 

Items  
 
 

Items  
 
 

 
 

Item  Description  

User Group  User group to which the Server belongs  

Name  Server name  

Service Type  Internal : SCME is operated as the presence server. IP Addr and Port are 
             inputted automatically.  
External : External presence server.  

IP Address  IP Address of the Server  

Port  Port of the Server  

Protocol  Protocol of the Server  

Public IP Address  Public IP Address of the Server  

Public Port  Public Port of the Server  

Public Protocol  Public Protocol of the Server  
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Presence Service Activation  
2. configure the Mobile Phone Profile 

[CONFIGURATION > Wireless Enterprise> Mobile Phone Profile] 
 - Presence Service Option set to the “Enable” for service activation.  

Items  
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Presence Service Activation  
 3. configure the Presence Field Name 

Configure the presence field. (1~7 field is available) 
[CONFIGURATION > User Group >Presence Field Name] 

Items  
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Location Service Activation for FMC 

1. configure the Location Service Server 

2. configure the User Group Option for Location Service  

3. configure the Mobile Phone Profile 

►Used Port : 18202 

 

 

2 

1 

3 
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Location Service Activation  
1. configure the Location Service Server 

Configure this server  for Location Service. 

[CONFIGURATION > Wireless Enterprise> Mobile Service Server > Location Service Server] 

Items  
 
 

Items  
 
 

Item  Description  

User Group  User group to which the Server belongs  

Name  Server name  

Service Type  Internal : SCME is operated as the location server. IP Addr and Port are  
             inputted automatically.  
External : External location server.  

IP Address  IP Address of the Server  

Port  Port of the Server  

Protocol  Protocol of the Server  

Public IP Address  Public IP Address of the Server  

Public Port  Public Port of the Server  

Public Protocol  Public Protocol of the Server  

Items  
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Location Service Activation  
2. configure the User Group Option 

[CONFIGURATION > User Group > Change User Group > Options] 
 - Mobile Phone Location Service set to the “Yes” for service activation. 

Items  
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Location Service Activation  
3. configure the Mobile Phone Profile(1/2) 

[CONFIGURATION > Wireless Enterprise> Mobile Phone Profile] 
 - Location Service Option set to the “Enable” for service activation. 

Items  
 
 

Items  
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Location Service Activation  
3. configure the Mobile Phone Profile(2/2) 

[CONFIGURATION > Wireless Enterprise> Mobile Phone Profile] 
 - configure location service option 

Items  
 
 

Items  
 

Item  Description  

Location Service - Private(Office)  Select option for Using Location Service when Private WiFi  
Network Zone register (Default: Disable )  

Location Service - WiFi Hotspot  Select option for Using Location Service when public WiFi  
Hotspot Network Zone register (Default: Disable )  

Location Service – mVoIP Select option for Using Location Service when LTE Network Zone 
register (Default: Disable ) 

Update Location  
- Min Distance (m)  

Enter Minimum Distance Meters for Location Service  
(default : 500 meter)  

Update Location  
- Min Period (min)  

Enter Minimum Period Minutes for Location Service  
(default : 10 min)  

Update Location  
- Forced Period (hour)  

Enter a Upload Period Hour for Location Information  
(default : 3 hour)  

Update Location - Start Time  Enter a Service’s Start Time for Location Service  
(default : 08:00)  

Update Location - End Time  Enter a Service’s End Time for Location Service  
(default : 08:00)  
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Push Service for WE VoIP(iOS) 
1. Introduction 

To receive a incoming call, WE VoIP must be registered to SCM. 

WE VoIP(iOS) can send a register message to SCM when WE VoIP is wake up. 

Push Service is used to request a registration to WE VoIP(iOS). 

To send a push request to APNs, firewall must be opened. 

     - TCP 2195 port 

WE VoIP(iOS) 

SCME 

APNs 

(Apple Push Notification Service) 

REGIST 

INVITE 

200/OK 

ACK 

Push Request 

Wakeup by push 

Push Notification 
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Push Service for WE VoIP(iOS)  
2. APNs Link Setting 

DNS configuration is required to connect link to APNs. 

     - [CONFIGURATION > Miscellaneous > DNS Server] 

 

 

 

 

Activate a Push Notification Service Option. 

     - [CONFIGURATION > Wireless Enterprise > Mobile Push Service] 

 

DNS Server IP 

Change to Enable 
Check Current Link Status 



38 

Push Service for WE VoIP(iOS)  
3. Check the TCP Link Status 

Check a link status by Wireshark program in SCM. 

     - Input wireshark command in terminal. 

 

 

 

 

If there are keep-alive message, APNs link connection is success. 

 

 
tcp.port == 2195 

TCP Keep-Alive 
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Push Service for WE VoIP(iOS)  
4. Push Service Enable 

To use a Push Service, next option must be enable. 

     - [CONFIGURATION > User > Single Phone User/Multi-Extension Phone] 
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1. Leaving Office Class of Service 

Step1) Service Schedule settings 
 
Step2) Restriction List/Policy settings 
 
Step3) Leaving Office Class of Service settings 
 
Step4) User settings 

Leaving Office Class of Service 
 - Provides restriction policies when user leaves the office. 
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Service Schedule Settings(1) 

1. Select the User Group and Service Schedule. 
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Service Schedule Settings(2) 
2. Configure weekly work time. 

※ Holiday1, Holiday2, User1 and User2 can define 

    in [CONFIGURATION > Time Schedule > Calendar Exceptions] Menu 
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Service Schedule Settings(3) 
3. Check Service Schedule Status. 

Leaving Office Class of Service is activated when Service Schedule Status is ‘unset’. 
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Toll Restriction List/Policy settings(1) 
1. Create Toll Restriction List 

Configure a restriction list for leaving a office. 

Check ‘Restriction Digit’ before create restriction list. 

If access code is normal type, restriction list should be exclude access code. 

If not, restriction list should be include access code. 
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Toll Restriction List/Policy settings(2) 
2. Create Toll Restriction Policy 
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Leaving Office Class of Service settings(1) 
1. Create class of service for leaving a office. 
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Leaving Office Class of Service settings(2) 
2. Assign Restriction Policy  

Restriction Policy Priority 

Call Forward = Transfer > Hot Spot = mVoIP = IP Zone A = IP Zone b > Normal 



49 

Leaving Office Class of Service settings(3) 
3. Assign Leaving Office Class of Service 

Restriction Policy Priority 

Call Forward = Transfer > Hot Spot = mVoIP = IP Zone A = IP Zone b > Normal 
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User settings(1) 
1. Assign Service Schedule for Single Phone/Multi-Phone user. 
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WE VoIP Logo 
ACD Wallboard 
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Company Logo Display for FMC 
1. Upload the Company Logo Image file to SCM. 

2. Configure the Logo File Upload Server. 

1 

2 
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Move to [CONFIGURATION > Phone Setting > File Upload] Menu. 

Select ‘WE VoIP Logo’ as Phone Info  

Select Logo Image File in Local PC by ‘Search’ tap. 

Upload Logo Image File to SCM. 

Company Logo Display for FMC 
1. Upload the Company Logo Image File to SCM 

1 

2 

3 
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Company Logo Display for FMC 
2. configure the Logo File Upload Server 

Configure this server  for Downloading Logo File to FMC. 
[CONFIGURATION > Wireless Enterprise> Mobile Service Server > Logo File Upload Server] 

Items  
 
 

Item  Description  

User Group  User group to which the Logo File Server belongs  

Name  Server name  

Service Type  Internal: SCME is operated as Logo server. IP Addr and Port are inputted automatically.  

External: External Log server.  

IP Address  IP Address of Logo Server  

Port  Port of Logo Server  

Protocol  Protocol of Logo Server  

Public IP Address  Public IP Address of Logo Server  

Public Port  Public Port of Logo Server  

Public Protocol  Public Protocol of Logo Server  

Logo File Name Logo file Name (uploaded through [CONFIGURATION > Phone Setting > File Upload] Menu) 

Logo File (Splash) Name  Logo File Name (Splash)  

(uploaded through [CONFIGURATION > Phone Setting > File Upload] Menu) 

Logo File (Background) Name  Logo File Name (Background)  

(uploaded through [CONFIGURATION > Phone Setting > File Upload] Menu) 
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ACD Wallboard 
1. [CONFIGURATION > Miscellaneous > Activation Key 
 - Assign ‘Embedded Wall board’ . 
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ACD Wallboard 
2. CONFIGURATION > Application> ACD > ACD WallBoard ID 
 - Assign ‘ACD WallBoard ID’. 
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ACD Wallboard 
3. CONFIGURATION > Miscellaneous> System Options 
 - Assign ‘ACD Daily Accumulation Start Hour’ for Daily Accumulation Data. 
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